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<g) Router using multiple hop redirect messages to enable bridge-like data forwarding. 



(57) An apparatus for forwarding a data packet 
from a first link to a second link, first parses a 
data link destination address .field of a packet to 
be forwarded. The apparatus then decides, res- 
ponsive to a content of the data link destination 
address field as determined by the parsing, 
whether to forward the packet as a bridge or to 
forward the packet as a router. Further, the 
apparatus sends a redirect message to update 
the data link layer destination address used by 
the originating station to contain the data link 
layer address of the destination station where 
the destination station is on a link remote from 
the link of the originating station. When a first 
data packet is forwarded from a first link to a 
second link, the apparatus behaves as a router 
by forwarding based upon parsing the Network 
Layer Header. The apparatus then passes the 
data link address of the receiving end station to 
the transmitting end station. Subsequent pack- 
ets sent by the transmitting end station to the 
receiving end station then have the data link 
address of the receiving end station written into 
the Data Link Destination address field of the 
Data Link Header of the packet For the subse- 
quent packets the apparatus then behaves as a 
arding the subsequent packets 
sijjg of only the Data Link 
yping of subsequent packets, 
, dvantageously fast in accord- 
ance with bridge operation. . . 
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FIELD OF THE INVENTION 

This invention relates to forwarding messages 
from a first link to another link, and more particularly 
relates to reducing the time required to forward data 
packets. 

BACKGROUND OF THE INVENTION 

Communications systems between computers 
are presently capable of connecting tens of thou- 
sands of computers. Typrcally, a computer will origi- 
nate a message directed to another computer, and will 
transmit the message as a sequence of data packets 
onto the communications system. Because of the 
large number of computers connected to the system, 
and the large number of data packets transferred be- 
tween the computers, congestion of packets on the 
system is an important problem. 

Communications systems are often divided into a 
number of links. Typically, a link may be a local area 
network, where each local area network is capable of 
supporting a few hundred computers. A local area net- 
work will hereinafter be referred to as a LAN. The 
LANs are connected together by a number of different 
standard devices which forward packets. With the in- 
creasingly large size of modem communications sys- 
tems, the time required to forward a data packet be- 
tween LANs becomes an important parameter of sys- 
tem design. 

Other types of links in a communications system 
may be, for example, a wide area network formed by 
joining other links such as LANs, a point to point con- 
nection between computers, etc. Congestion of sys- 
tem packet traffic is also an important problem in all 
link to link connections. Also, all types of links may be 
connected together by standard devices. 

Before discussing standard devices used to con- 
nect links together, data packets and the headers of 
data packets added by different layers of the commu- 
nications protocol must be discussed. A data packet 
is typically formed in a higher level of the communica- 
tions protocol, and finally is transferred down to the 
Transport Layer which passes the packet into the Net- 
work layer. The Network layer attaches a header, the 
Network Layer Header, to the data packet and then 
passes the packet into the Data Link Layer. The Data 
Link Layer then attaches a header, the Data Link Lay- 
er Header, to the data packet The packet is then 
transmitted onto the communications system by the 
physical layer. 

A packet once transmitted onto the communica- 
tions system, is then forwarded from link to link until 

rz aa a th es its destination end station. 

r rSr^A first type of device connecting links of the com- 
munications system is a bridge. A bridge operates in 
the Data Link level of the communications protocol, 

^hich is the level immediately above the physical lev- 



el. A bridge receives data packets from one link, typ- 
ically a LAN, and then parses the Data Link Header. 
The bridge then, makes a decision on what to do with 
the data packet where the decision is based upon the 
5 contents found in the Data Link Header. 

A second type of device linking LANs is a router. 
A router operates in the network layer, a layer above 
the data link layer. A router operates by parsing both 
the Data Link Header and the Network Layer Header, 
10 and making decisions based on the contents of both 
headers. Further, fields of the Network Layer Header 
are of variable length, and so the router must read the 
length of the variable fields from a field of the header, 
and then make parsing decisions based upon the in- 
15 dicated length. Accordingly, a router is slower than a 
bridge because it must parse an additional header, 
and must make more decisions based on the contents 
of the additional header, than does a bridge. 

In some designs a bridge may be on the order of 
20 200 times faster than a router in forwarding a data 
packet from a first link to a second link. 

Even though a router is slower in forwarding 
packets from one link, such as a LAN, to another link, 
it is necessary to use routers rather than bridges at 
25 certain locations between multiple numbers of links. 
The router performs functions beyond those of a 
bridge, such as: forwarding along better routes than 
a bridge; incrementing a "hop count" field of a forward- 
ed packet to show the number of passes of the packet 
30 through a router in order to prevent indefinite looping 
of the packet; preventing certain management traffic 
such as "hello" messages from end stations on one 
link from being forwarded to the other link; maintaining 
"network layer addresses" of stations on the links that 
35 it connects; fragmentation and reassembly of packets 
because of different protocols employed by different 
links; performing explicit handshaking protocols with 
end stations connected to links connected to the rout- 
er; participating in routing algorithms, and other func- 
40 tions. 

However, a difficulty in operation of large comput- 
er communications networks is that the time required 
for a router to forward messages may unduly de- 
crease throughput on the communications system. 

45 

SUMMARY OF THE INVENTION 

The invention in its broad form resides in an ap- 
paratus, in a communications system having intercon- 

so nected computers and using a plurality of links, the 
apparatus being provided for forwarding a data packet 
from a first link to a second link and comprising: 
means for receiving a packet meansjw forwarding 
said packet as a bridge; means for| ^^^B[JJ 

55 packet as a router, fonAtarding means, respon^^J| 
a contents of said packeWetemiined upon receivl^ 
said packet, for forwarding said packet as a bridge, or 
forforwarding said packet as a router. An embodiment 
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described herein provides an apparatus for forward- 
ing packets, and solves the difficulty of a router requir- 
ing too much time for forwarding a packet 

An embodiment described herein provides an ap- 
paratus for forwarding a data packet from a first link 
to a second link, has a first means for parsing a data 
link destination address field of a packet to be for- 
warded, and has a second means, responsive to a 
content of the data link destination address field as 
determined by the parsing, for deciding whetherto for- 
ward the packet as a bridge or to forward the packet 
as a router. Further, the apparatus sends a redirect 
message to update the data link layer destination ad- 
dress used by the originating station to contain the 
data link layer address of the destination station 
where the destination station is on a link remote from 
the link of the originating station. 

When a first data packet is forwarded from a first 
link to a second link, the apparatus behaves as a rout- 
er by forwarding based upon parsing the Network Lay- 
er Header. The apparatus then passes the data link 
address of the receiving end station to the transmitting 
end station. Subsequent packets sent by the transmit- 
ting end station to the receiving end station then have 
the data link address of the receiving end station writ- 
ten into the Data Link Destination address field of the 
Data Link Header of the packet For the subsequent 
packets the apparatus then behaves as a bridge by 
forwarding the subsequent packets based upon pars- 
ing of only the Data Link Header. For forwarding of 
subsequent packets, the apparatus is advantageous- 
ly fast, in accordance with bridge operation. 

An apparatus is provided for forwarding a packet 
from a first LAN to a second LAN. The apparatus is of 
the type capable of receiving a packet transmitted by 
a transmitting end station where the packet is sent to 
a receiving end station and the packet contains a data 
link address of the apparatus. The apparatus is capa- 
ble of writing a second data link address into the pack- 
et and forwarding the packet to a second LAN. 

The apparatus has a means for notifying the 
transmitting end station of a second data link address. 
The transmitting end station has a means, responsive 
to the notification, for the transmitting end station to 
transmit a subsequent packet having the second data 
link address in the subsequent packet 

The apparatus has a means, responsive to the 
second data link address being included in the subse- 
quent packet, for the apparatus to forward the subse- 
quent packet to a station having the second data link 
address, where the forwarding of the subsequent 
packet is bridge type forwarding. 

Further, when the receiving end station is on a 
LAN th at is sepaa^^ sey^lLANs, connected to- 
geti^byjuuleis, Wm U>a^Ehaving the transmit- 
ting epd station, the data link address of the receiving ' 
end station is sent to the transmitting end station. Sub- 
sequent packets sent by the transmitting end station 



are then forwarded between the intermediate LANs by 
the invention behaving as a bridge, and so the for- 
warding is advantageously fast. 

5 BRIEF DESCRIPTION OF THE DRAWINGS 

A more detailed understanding of the invention 
may be had from the following description of an exem- 
plary embodiment to be understood in conjunction 
10 with the accompanying drawings wherein: 

Fig. 1 is a logic diagram of two LANs connected 
by a preferred embodiment of the invention. 

Fig. 1A is a flow chart for operation of a brox in ac- 
cordance with a preferred embodiment of the inven- 
ts tion. 

Fig. 2 is a field diagram of a data packet in accor- 
dance with a preferred embodiment of the invention. 

Fig. 3 is a sequence of packets in accordance 
with a preferred embodiment of the invention. 
20 Fig. 4 is a logic diagram of multiple LANs connect- 
ed in accordance with a preferred embodiment of the 
invention. 

Fig. 5 is a logic diagram of multiple LANs connect- 
ed in accordance with a preferred embodiment of the 
25 invention. 

Figs 6A, 6B, 6C are a field diagram of a sequence 
of packets in accordance with a preferred embodi- 
ment of the invention. 

30 DETAILED DESCRIPTION 

Summary Description 

Capitalization will be used in this document to 

35 highlight names of fields of a packet, in order to im- 
prove readability of the document 

Referring now to Fig. 1 , there is shown a commu- 
nications link connection apparatus 100, a "brox", in 
accordance with the invention. The term "brox" is 

40 coined herein, and is defined as a box for connecting 
communications links in accordance with the present 
invention. A brox forwards as a router under certain 
conditions, but under other conditions forwards as a 
bridge. The word "brox" is an acronym constructed 

45 from the capitalized letters (Bridge Router bOX) for a 
box that behaves as a bridge or as a router. Also a 
brox may have behavior modes that are neither those 
of a standard bridge nor those of a standard router. 
For communications between end stations on a 

$o single LAN, a router creates redirect messages for the 
originating station. A redirect message is defined for 
stations on a single LAN as a message which a router 
sends to an end station giving the end station an al- 
ternative data link layer address to which tiie end,; 
^ss^tion may send futur? pa$cfcts. In the "eyentthat M 

station accepts the redirect message and uses the al- 
ternative data link layer address, which, for example, 
is the data link layer address of the destination station, 
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then communications on that LAN are enhanced. 

The protocol requires that an originating end sta- 
tion know the network layer address of a destination 
end station, but that the originating end station know 
only the data link layer address of a router connected 
to the link, and that the originating end station need 
not know the data (ink layer address of the intended 
destination station. The redirect message speeds 
communications on that LAN because the protocol 
further requires that when a router is connected to a 
LAN, the stations on that LAN send a first packet in- 
tended for another station on that LAN to the data link 
layer address of the router. And then the router both 
forwards the packet onto the same LAN and sends a 
redirect message to the originating station. 

For a multiple hop data packet transmission, op- 
eration of the invention can be described in simple 
terms as follows: a data packet from a sending end 
station to a receiving end station generates a corre- 
sponding redirect message from a first brox to the 
sending end station. The redirect message tells the 
sending end station to use the data link address of the 
next brox. The second data packet generates a redir- 
ect message from the second brox, where the redirect 
message tells the sending end station to use the data 
link address of the next brox. And finally the last brox 
sends a redirect message telling the sending end sta- 
tion to use the data link address of the receiving end 
station. The broxs function as routers when a data 
packet is addressed to the data link address of the 
brox. However, the broxs function as bridges when 
the Data Link Destination Address field of the data 
packet does not contain a data link address of the 
brox. 

A significant benefit of the invention is that once 
the sending end station learns the data link address 
of the receiving end station, forwarding of later sent 
data packets is at bridge speed, rather than router 
speed. The forwarding delay at each brox my. be as 
much as 200 times less when the brox functions as a 
bridge rather than as a router. 

The invention greatly speeds forwarding of data 
packets. 

FIRST EXEMPLARY EMBODIMENT 

Referring again to Fig. 1 , there is shown generally 
a communications system 101. Local Area Network 
(hereinafter referred to as LAN) 1 1 0 is cou pled to LAN 
1 12 by brox 100. LAN 1 10 has end station A 1 1 1 A and 
end station D 1 1 1 D. LAN 1 12 has end station C 1 1 3C. 
Both Local Area Networks, 110 and 112, may have 
additional end stations that are not shown in Fig. 1, 
and each LAN may, for example, each support as 
many as several hundred end stations. 

Brox 100 forwards traffic generated on LAN 110 
to LAN 112, and also forwards traffic generated on 
LAN 112 to LAN 110. 



The internal connections of brox 1 00 are logically 
represented in Fig. 1. 

A packet arriving at brox 100 may produce any 
one of a plurality of results, for example: the packet 

5 may be forwarded onto a link different from the origi- 
nating link; or the packet may be forwarded onto the 
originating link; or the packet may be processed inter- 
nally by the router and not forwarded, or for further ex- 
amples, packets may be discarded and not forward- 

10 ed. 

By way of example, a packet arriving from LAN 
110 enters brox 1 00 on line 1 1 5A where it is first proc- 
essed by logic 115. In the event that the packet is to 
be forwarded by the brox behaving as a bridge, then 

15 logic 115 and control 1 1 9 close switch 1 1 6A by control 
line 1 19A and close switch 1 16B by control line 1 19B. 
Also logic 115 and control 119 open switch 114A by 
control line 1 1 9C and open switch 1 14B by control line 
119D. The packet then progresses through brox 100 

20 by being forwarded by bridge 116, and passes 
through logic 117 and line 1 17A onto LAN 1 12. 

In the event that a packet arrives from LAN 100 
on line 1 15 A, and logic 1 15 determines that the packet 
is to be forwarded by brox 100 functioning as a router, 

25 then logic 115 and control 119 close switch 1 14A by 
control line 11 9C and dose switch 114B by control 
line 1 19D. Also logic 115 and control 119 open switch 
1 16A by control line 119A and open switch 116B by 
control line 119B. The packet is then forwarded by 

30 router 114 and leaves brox 100 by passing through 
logic 117 and line 117A. 

In the further case that a packet enters brox 100 
from LAN 1 12 on line 1 17A, and logic 1 17 determines 
that brox 100 is to forward the packet with brox 100 

35 functioning as a bridge, then logic 1 17 and control 119 
close switch 116B by control tine 119B and close 
switch 116A by control line 119A. Also logic 117 and 
control 119 open switch 114B by control line 119D 
and open switch 1 1 4A by control line 1 1 9C. The pack- 

40 et then is forwarded by bridge 1 16 and leaves brox 
100 through logic 115 and line 1 15A. 

In the still further case that a packet enters brox 
100 from LAN 112 on line 117A, and logic 117 deter- 
mines that brox 100 is to forward the packet by func- 

45 toning as a router, then logic 117 and control 119 
close switch 114B by control line 119D and close 
switch 114A by control line 119C. Also logic 117 and 
control 1 19 open switch 1 16B by control line 1 19B and 
open switch 1 1 6A by control line 1 1 9A. The packet is 

50 then forwarded by router 114, and passes through 
logic 115 and leaves brox 100 on line 115A. 

Switches 114A114B 116Aand 116B are operat- 
ed by control 119, in cooperation with logic 115 and 
rr «lQgja4^Z>> P n a packet by packet basis. Accordingly, 

55 ^^flgJOO--processes packets arriving from either LAN 
1 12 or LAN 1 10 by forwarding them as either a bridge 
or as a router, as r^yirgd. ^ 

Refemng^nS^Fig. 2;%iere is shown a typical 

4 ■";./- " 
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field structure for a data packet used by an end station 
of a LAN 110, 112 shown in Fig. 1. Data packet 120 
is shown having a Data Link Header 122 and a Net- 
work Layer Header 124. When data packet 120 is cre- 
ated and transmitted onto a LAN, the network layer at- s 
taches Network Header 124 to the packet, and then 
the packet is handed down to the data link layer. The 
data link layer then attaches the Data Link Header 122 
to the packet. Upon transmission, data packet 120 
may have additional fields preceding the Data Link 10 
Header 122 such as, for example, preamble fields, 
and the precise structure of such preamble fields will 
depend upon the standard to which LAN 110 is de- 
signed. Such preamble fields are not shown in Fig. 2, 
as Fig. 2 focuses on those fields used by the inven- is 
tion. 

Data Link Header 122 is shown in Fig. 2. Data 
Link Header 122 contains! Data Link Destination Ad- 
dress field 126, and Data Link Source Address field 
1 28, as also shown in Fig. 2. Other Data Link Header 20 
fields 130 are also shown in Fig. 2, but are not further 
described herein in that the invention focuses on the 
Data Link Destination Address field 126 and the Data 
Link Source Address field 1 28 of the Data Link Header 
1 22. Data Link Destination Address field 1 26 is abbre- 25 
viated DL D. Data Unk Source Address field 128 is ab- 
breviated DL S. 

Many LANs are constructed in accordance with a 
-standard LAN specification. Examples of standard 
LAN specifications are: the EA. 802 family of specifi- 30 
cations, the IEEE 802.3 Ethernet bus using 
CSMA/CD, the IEEE 802.4 token bus, the IEEE 802.5 
token ring, and the IEEE 802.2 data link layer, the 
ANSI Fiber Distributed Data Interface, FDDI; the 
ARPA Net TCP/IP; and many others. In many starv 35 
dard specifications for a LAN, the Data Link Destina- 
tion Address field 126 is defined as 6 octets, and also 
the Data Link Source Address field 128 is defined as 
6 octets. In a system that uses 8 bits for a byte, an oc- 
tet and a byte are the same; Some systems may use 40 
other than 8 bits for a byte, and in that event the def- 
inition used for many LAN specifications is that the 
Data Link Destination Address field 126 and Data Link 
Source Address field 128 are defined as 6 octets 
each, where an octet is 8 bits. Also, the precise defi- 45 
nition of Data Link Header "other* fields 130 will de- 
pend upon the standard to which the LAN 1 10 is de- 
signed. 

Normal operation of a bridge and normal opera- 
tion of a router will now be described. so 

fridges, 




iii Unk ..Header }22 contains a number of 

f~ fields principally used by the bridge a re: 
Destination Address field 126; and, the 
D3tia Link Source Address field 128 (Fig. 2). 

The bjijjge ^compares the address found in the 
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. Data Link Destination Address field with a forwarding 
table maintained in a database contained in the 
bridge, and also compares the contents of the Data 
Link Source Address field of the packet with a list of 
source addresses maintained for each link connected 
to the bridge. The bridge then, typically makes for- 
warding decisions based upon the contents of these 
fields. 

Typical design rules for operation of a bridge are 
as follows, and include both rules for receipt of a pack- 
et and rules for forwarding a packet. 

For receipt of a packet, a bridge tests the contents' 
of the Data Link Destination Address field of the pack- 
et against internally maintained forwarding tables. 

For forwarding, the bridge decides what to do with 
the packet, for example, as follows. Typically, for a 
bridge that uses the flooding and backward learning 
algorithm, the bridge makes the following decisions, 
based upon the contents of the Data Link Destination 
Address field of the packet if the packet Data Link 
Destination Address is in the forwarding table of a link 
attached to the bridge, then forward the packet to the 
proper link, except, if the packet destination is on the 
link from which the packet originated, then disregard 
the packet; and, if the destination address is not in the 
forwarding table, then flood the packet to all of the 
links connected to the bridge, but not the link from 
which the packet originated. Also, typically, a bridge 
forwards packets having certain multicast or broad- 
cast addresses in their Data Link Destination Address 
field, such as end station hello messages. A bridge at- 
tempts to make the links that it joins together operate 
as an extended LAN. 

Also, If the content of the Data Link Source Ad- 
dress field of the packet is absent from the bridge for- 
warding tables, then the bridge adds to its appropriate 
forwarding table a correlation between the address 
contained in the Data Link Source Address field of the 
packet and the link from which the packet arrived. Any 
subsequent packets addressed to that address are 
then forwarded onto the correlated link. By updating 
its forwarding table using the arrival link of unknown 
packets, a bridge learns the correlation between arriv- 
al links and the source address of end stations either 
on those links or connected to those links from other 
links, and thereby builds up entries into its forwarding 
tables. Further, for example, there are many other 
ways that entries in in a bridge forwardinjg table may 
be compiled. 

In addition to receiving and forwarding packets, 
bridges perform additional functions. For example, a 
bridge may have a plurality of ports in excess of two 
ports, where each port may, for example, be connect- 
ed to a different 'link:' Arid the bridg^n#^tiJiWbff sW 

lected links in order to prevent looping oipackets in a 
topological^ complex communications network. 
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Routers 

A router makes forwarding decisions based upon 
the content of the Network Layer Header 124 fields, 
and uses principally the Netwoik Layer Destination 
Address field 140 and the Network Layer Source Ad- 
dress field 142 (Fig, 2). Also, a router must parse and 
read a field giving the lengths of the address fields, 
and then interpret the address fields based upon the 
contents of the length indicator fields. The length in- 
dicator fields are in the other fields 144. Other Net- 
work Layer Header fields are used by a router, how- 
ever, at present we discuss only the decisions made 
by the router based upon these two address fields 
140, 142. 

Typically, an end station informs a local router 
what both the data link address and the network layer 
address of the end station is. 

For receipt of a packet, typically a router receives 
a packet if: the Data Link Destination Address field 
contains the data link address of the router, or if the 
Data Link Destination Address field contains certain 
broadcast destination addresses, which are not pre- 
sently of concern. ' ( 

Also, typically, a router forwards a packet that it 
has received: to an end station if the end station is on 
a link, such as a LAN, connected to the router or, to 
another router, and that router is chosen from a list by 
comparing the Network Layer Destination Address 
field of the packet with an entry in a forwarding table 
maintained by the receiving router, and sending the 
packet to the appropriate router. 

For example, routers use the routing protocol in 
order to exchange explicit routing information 
amongst routers, and that information is used by each 
router to construct a forwarding database. The for- 
warding database consists of an association between 
network layer destination addresses, and forwarding 
information. The forwarding information consists of a 
link to forward the packet on, combined with a data 
link address to forward the packet to. 

As a second example, the router forwarding table 
is typically built up by messages sent between rout- 
ers, where a message from a router carries a list of 
network layer addresses of end stations on a LAN 
connected to the router. Typically, messages be- 
tween routers may be link state packets, as are fam- 
iliar to those skilled in the art. 

Data packet traffic between end stations and a 
router, such as end station "hello" traffic, informs the 
router of the data link addresses of the end stations, 
and also the network layer address of the end station. 
The router then builds up a table for each link to which 
th P rout ST te d'lwty attached Showing the data link 
addresses of all end stations attached to that link. The 
router does not forward the hello traffic, and so is able 
to build up a table for each link showing the end sta- 
tions attached to that link. 



Routers exchange router "hello" messages. From 
the router hello traffic, routers learn the identity, in- 
cluding the data link source address of other routers 
in the communications network. Routers then ex- 

5 change messages by which they inform other routers 
of the end stations that they service. From the mes- 
sages received from other routers, a particular router 
leams which router to send a message to, where the 
message has a particular network layer destination 

10 address in the packet Network Layer Destination Ad- 
dress field. 

From the router to router traffic, a router con- 
structs a forwarding table correlating end station net- 
work layer addresses with a data link address of an 
is appropriate router, and forwards a packet according- 
ly. 

Another typical function of a router connected to 
a link such as a LAN is to operate a redirect protocol, 
such as the redirect protocol set out in the Internation- 
20 al Standards Organization standard ISO 9542. In 
standard ISO 9542, when a LAN that has a router con- 
nected into the LAN Is first powered up, then the end 
stations and the router learn each others data link ad- 
dresses through hello packets. When one end station 

25 on the LAN sends a first packet to another end station . 
on the LAN, the packet is sent with the router data link 
address in the Data Link Address Field of the packet 
The router then forwards the packet to the receiving 
end station, where the forwarding is based on the con- 

30 tents of the Network Layer Destination Address field 
of the packet The sending end station learned the 
Network Layer Destination Address of the desired re- 
ceiving end station from management traffic generat- 
ed by the router. 

35 After forwarding the packet with the Data Link 

Layer field containing the data link destination ad- 
dress of the desired receiving end station, the router 
then sends a redirect message to the sending end sta- 
tion. The redirect message causes the sending end 

40 station to write into an internal database of the send- 
ing end station a correlation between the network lay- 
er address of the receiving end station and the data 
link address of that station. The next data packet that 
the sending end station sends to the same receiving 

45 station is then sent with the data link address of the 
receiving station in the Data Link Destination Address 
field of the packet rather than sending the packet to 
the router. A result of this redirect protocol is that traf- 
fic on the local LAN is improved, because afterthe first 

so packet goes to the router, all subsequent packets go 
directly to the desired receiving end station. This re- 
direct protocol works because both the sending end 
station and the receiving end station are on the same 

: . LAN. J ' % . ■. v > 

55 Routers perform other functions riot directly relat- 
ed to the present invention, such as: running routing 
protocols in order to decide on routes to maintain be- 
tween links when there are choices of multiple routes, 
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that is, participating in routing algorithms; isolating 
links, by, for example, preventing certain manage- 
ment traffic such as end station hello messages on 
one link from being forwarded to another link; frag- 
mentation and reassembly of packets because of dif- 
ferent protocols employed by different links; perform- 
ing explicit handshaking protocols with end stations 
connected to links connected to the router; and other 
functions. 

Turning now to Fig. 1A, there is shown a flow di- 
agram of the operation of brox 100. At block 1000 a 
packet arrives at brox 100. The packet may arrive on 
line 115A from LAN 110, or the packet may arrive on 
line 117A from LAN 112. 

Processing of the packet from block 1000 pro- 
ceeds to decision block 1 002 where the arrival port is 
tested in order to determine whether or not the arrival 
port is on the bridge spanning tree. For example, a 
brox may have more than two ports, and some of the 
ports may be activated by being on the bridge span- 
ning tree. Other ports may be inactivated by not being 
on the bridge spanning tree. In the event that the ar- 
rival port is not on the bridge spanning tree, then de- 
cision block 1002 answers "no" and control passes to 
block 1004 where the packet is discarded. The link 
from which the packet arrives at brox 100, and begins 
processing at block 1 000, is referred to hereinafter as 
the "originating link*. 

In the event that decision block 1002 answers 
"yes", the port is on the bridge spanning tree, then 
^control passes to block 1010. At block 1010 the brox 
determines the contents of the Data Link Source Ad- 
dress field DL S 1 28 of the arriving packet, and stores 
the contents in the bridge forwarding database asso- 
ciated with the originating link. Control then passes to 
decision block 1012. At decision block 1012 the con- 
tents of the packet's Data Link Destination Address 
field DL D 126 is determined, and is stored as the 
packet data link destination address. The packet data 
link destination address is tested in order to determine 
if it is a router address or a routing multicast address. 
In the event that decision 1012 block answers "yes", 
then control passes to line 1 014 for router processing. 
In the event that decision block 1012 answers "no", 
then control passes to line 1016 for bridge processing. 

Bridge processing is next discussed. Control flow 
along line 1016 is directed to decision block 1020 
where the packet data link destination address is test- 
ed against the forwarding data base maintained by the 
bridge. In the event that the packet data link destina- 
tion address is not in the bridge forwarding data base, 
then decision block 1020 answers "no* and control 
passes to block 1022. At block 1022 the packet is 
traRemitted onto all enabled links except the originat- 

1 ^6^ decision block 1 020 answers 

'yes*, the packet data link destination address is in the 

-~ bridge forwarding data base, then control passes to 
decision block 1024. 



At decision block 1024 the packet data link des- 
tination address is tested in order to determine if the 
destination station is on the originating link. In the 
event that decision block 1024 answers "yes", the 

5 destination station is on the originating link, then con- 
trol passes to block 1026 and the packet is discarded. 
In the event that decision block 1024 answers "no" 
then control passes to block 1028 where the packet 
is transmitted onto the link associated with the packet 

10 data link destination address. 

Router processing from line 1014 is now dis- 
cussed. In the event that decision block 1012 an- 
swered "yes", the packet data link destination address 
is a router or routing multicast address, then control 

15 passes along line 1014 to decision block 1040. At de- 
cision block 1040 the packet is tested in order to de- 
termine if the packet is a "forwartiable data packet". 
In the event that decision block 1040 answers "no", 
then control passes to block 1042 where the packet 

20 is processed internally by the router. In the event that 
decision block 1040 answers "yes", this is a forward- 
able data packet, then control passes to block 1050 
where a normal routing process is used to select both 
an outbound link and a packet data link layer address 

25 for Data Link Destination Address field DL D 126 of 
the outgoing packet Control then passes to decision 
block 1052. 

At decision block 1052 the new packet data link 
destination address, determined by block 1050, and 

30 the outbound link, also determined by block 1 050, are 
tested in order to determine if the packet outbound link 
is the originating link. In the event that decision block 
1052 answers "yes", the outbound link is the same as 
the originating link, then control passes to block 1054. 

35 At block 1054 a normal redirect message packet is 
sent to the originating station, and then control passes 
to block 1056. At block 1056 the packet is forwarded 
by brox 100 functioning as a normal router. 

In the event that decision block 1052 answers 

40 "no", the outbound link is not the originating link, then 
control passes to block 1060. Accordingly, the packet 
will be forwarded to the outbound link as a "hop" to a 
new link. Also at block 1 060 the Data Link Source Ad- 
dress field DL S 1 28 of the packet is examined in order 

45 to determine if the station sending the packet is an 
end station, or alternatively is a router or a brox. A re- 
direct message is sent to an end station, but in con- 
trast no redirect message is sent to a router or a brox. 
In the event that the station sending the packet was 

50 an end station, then at block 1 060 brox 1 00 creates a 
special redirect message to the originating station, the 
special redirect message is sent to the originating sta- 
tion, and control passes to block 1 062. The special re- 
direcjm^age re received by the originating station . 

55 as aTOTval redirect message so that the originating 
_ , station will use th e "ne xthop" data link address in the 
Data Unk Desti nation3^ress field DL D 12Wffthe 
next packet that the originating, station sends to the 



13 



EP 0 518 595 A2 



14 



station identified in the packet Network Layer Destin- 
ation Address field 140 of the present packet. 

At block 1062 the brox 100 forwards the packet 
onto the outbound link determined at block 1050 with 
brox 100 functioning as a normal router. 

As an alternative example the packet may be for- 
warded at block 1062 without updating the Data Link 
Source Address field 128 of the packet The conse- 
quence of not updating the Data Link Source Address 
field 128 of the packet is that at each succeeding hop 
in a multihop transmission, the special redirect mes- 
sage generated at block 1060 will be generated by 
each brox, and will update the originating station data 
link destination address at each brox forwarding 
event. In this alternative example, the cumulative re- 
sult of all forwarding events in a multihop transmis- 
sion, is that upon the arrival of the first packet at the 
intended destination station, the data link address of 
the originating station will be updated to contain the 
data link layer address of the intended destination sta- 
tion. This alternative example is further discussed 
hereinbetow as the Third Exemplary Embodiment. 

Returning now to a description of the operation of 
brox 100, a sequence of packets sent by end station 
A 1 1 1 A to end station C 1 13C will now be traced. Re- 
ferring now to Fig. 3, there is shown a sequence of 
packets along with the operation of brox 100, as brox 
1 00 forwards the packets from end station A 1 1 1 A to 
end station C 11 3C. 

End station A 111A on LAN 110 sends a data 
packet to end station C 113C on LAN 112. The first 
step in end station A 111A sending a data packet to 
end station C 113C is shown as event # 1 150-1 A, 
where end station A transmits data packet 1 50-1 onto 
LAN 110. 

Each end station has a data link address and a 
network layer address. Referring again to Fig. 1 , the 
data link address of an end station is represented by 
a lower case" letter designating the end station. That 
is, the data link address on LAN 1 10 of end station A 
1 11 A is represented by the symbol "a", the data link 
address on LAN 1 1 0 of brox 1 00 is represented by the 
symbol "b", and the data link address of end station 
C on LAN 112 is represented by the symbol "c". 

In contrast, the network layer address of a station 
is represented by a "capital letter" designating the end 
station. That is, the network layer address on LAN 1 1 0 
of end station A 111 A is represented by the symbol 
"A", the network layer address on LAN 1 1 0 of brox 1 00 
is represented by the symbol "B" f and the network lay- 
er address of end station C 1 13C on LAN 1 12 is rep- 
resented by the symbol "C". 

End station A 111 A, at event # 1, sends data 
packet 150-1 tc^rrtOrThe fields in data packet 
1 50-1 contain the following: Data Link Destination Ad- 
dre^g^^lgontains b; DateJUpfr, Source Address 
field l^^^^^Ja; Network Layer Destination.Ad- 
"dress field 140 contains C; and Network Layer Source 



Address field 142 contains A 

At event # 2 1 52A, brox 1 00 receives data packet 
1 50-1 because the Data Link Destination field of data 
packet 150-1 contains V, the data link address of 

5 brox 100. Because the data packet 150-1 was ad- 
dressed to brox 100, brox 100 operates as a router, 
using router portion 114, and transmits the data pack- 
et, shown with reference numeral 150-2, to end sta- 
tion C 1 13C. The router 114 portion of brox 100 pars- 

10 es the Network Layer Header 1 24 of data packet 1 50- 
1 , reads the Networtc Layer Destination Address field 
140 where it finds "C, and then uses its forwarding 
database to associate the data link destination ad- 
dress "c" as the correct data link destination address. 

is The fields of data packet 1 50-2 contain the following: 
Data Link Destination Address field 126 contains c; 
Data Link Source Address field 128 contains b; Net- 
work Layer Destination Address field 140 contains C; 
and Network Layer Source Address field 142 contains 

20 A. 

At event # 3 154A brox 100 transmits a redirect 
message packet 1 54 to end station A 1 1 1 A. The fields 
of the redirect message packet 1 54 contain the follow- 
ing: Data Unk Destination Address field 126 contains 

25 a; Data Link Source Address field 128 contains b, and 
other fields contain the redirect message 156. The 
layout of the fields containing the redirect message 
depend upon the standard to which LAN 110 is de- 
signed. A redirect message, in accordance with some 

30 standard designs, may not have a network layer head- 
er, and so no network layer header fields are shown 
in redirect message packet 154. The redirect mes- 
sage packet 1 54 may, for example, have the standard 
form of an OSI standard 9542 redirect message, as 

35 discussed hereinabove in the section on routers. 

End station A 111A receives the redirect mes- 
sage packet 154 because the Data Link Destination 
Address field 126 contains "a", the data link address 
of end station A 111A. The redirect message 156 is 

40 interpreted by end station A so that end station A 
stores, in an internal database, a con-elation between 
the network layer address "C" of end station C 113C 
and the data link address "c" of end station C 113C. 
The correlation between the data link address and the 

45 network layer address for end station C 1 1 3C, as stor- 
ed in end station A 1 1 1 A, is then used by end station 
A 111A for the next packet that end station A 111A 
transmits to end station C 1 1 3G. 

At event # 4 158A end station A 1 1 1 A transmits 

so a further data packet 1 60 to end station C 1 1 3C. The 
fields of data packet 160 contain the following: Data 
Link Destination Address field 126 contains c; Data 
- 1 inir-Rni tr PA Arif^^j gl^g^gontains a; Netwoik 
Layer D<^tlhation^ c l!2£ 
>55-~^Network La y e r Souite Afl f P»M jpO^^ ° ntains A - 
Brox 100 detects the Data Unk Destination Address 
field 126 containing^ address c of endTstation C 
1 1 3C. Brox 1 00 then fun&ionsas a bridge, by opening 
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switch 114A and closing switch 116A,.and bridges 
data packet 160 onto LAN 112. Brox 100 parses only 
the Data Link Header 122 of data packet 160, and so 
this bridge forwarding is significantly faster than the 
router forwarding of the first data packet 1 50-1 . 

Forwarding rules followed by brox 100 may be 
summarized as follows: 

1. in the event that the brox recognizes the ad- 
dress found by parsing the Data Link Destination 
Address field of a packet, then receive the packet 
and function as a router. 

Z in the event that the received data packet is for- 
warded to a designated data link address found 
in a forwarding database of the router portion of 
the brox, then send a redirect message to the 
source end station. 

The redirect message tells the source end 
station to use the designated data linkaddress for 
packets that the end station sends to the network 
layer address found by the brox in the Network 
Layer Destination Address field of the packet 
Whether the source end station adopts or ignores 
the redirect information is up to the source end 
station. 

2a. but send no redirect message if the Data Link 
Source Address field of the data packet is the ad- 
dress of a router or brox. 
3. in the event that the brox does not recognize 
the destination address found by parsing the Data 
Link header as an address of the brox, then 
bridge the packet 

The bridge portion of the brox may recognize the 
address found in the Data Link Header and so be able 
to forward the packet onto the proper I ink, or may have 
to flood the packet onto all links, or may follow some 
other bridging algorithm. In any event the bridge por- 
tion of the brox parses only the Data Link Header of 
the data packet. 

Additional forwarding rules, and also exceptions 
to both the above rules and any new rules, may be 
needed, depending upon the standards to which the 
two links are designed. 

The forwarding rules are applied by decision 
block 1 15. In the event that the decision is for brox 100 
to forward as a router, then switch 116A is opened, 
switch 1 14A is closed, and the incoming packet is sent 
on line R 115-1 by decision block 115. 

In the event that the decision is for brox 1 00 to for- 
ward as a bridge, then switch 1 14A is opened, switch 
116A is closed, and the incoming packet is sent on 
line B 115-2 by decision block 115. 

SECOND EXEMPLARY EMBODIMENT 

' ^ In a second exemplary embodiment a sequence 
of data packets transmitted over multiple hops will be 

* described. The restriction of Rule^a above will play 
a role in multiple hop forwarding. A "hop" for a data 



packet is a journey from a first router or bridge to a 
second router or bridge. 

Referring now to Fig. 4, a sequence of LANs are 
connected by broxs. LAN 180 is connected by brox 

5 BR-1 1 82 to LAN 1 84. LAN 184 is connected by brox 
BR-2 186 to tAN 188. LAN 188 is connected by brox 
BR-3 190 to LAN 192. LAN 192 has brox BR-4 194 
connected thereto, and brox BR-4 may connect to still 
another LAN. Alternatively, brox BR-4 could connect 

10 to a communications link to a distant LAN, and there- 
by form a wide area network. The distant LAN could 
also be connected to even further broxs and other 
LANs, and by communication links to even more fur- 
ther distant LANs to provide a large wide area network 

15 communications system. 

A further alternative arrangement, shown in Fig. 
5 at brox 1 94, is for a brox to connect to more than two 
links. For example, a brox may connect three or more 
links 195, 196, 197. Each link 195, 196, 197 may be 

20 a different type of link, for example, a LAN, a wide 
area communications link, etc. Then when forwarding 
as a bridge the brox either forwards the packet on a 
known link, or floods the links, except for the arrival 
link, with the packet, or uses some other bridge pro- 

25 tocol. Likewise, when a brox is connected to three or 
more links and is forwarding as a router, the brox uses 
the route chosen by a routing algorithm that the router 
portion of the brox participates in. 

Referring again to Fig. 5, each brox shown in Fig. 

30 4 is shown as comprising a decision block, a bridge, 
and a router. For example, brox 182 comprises deci- 
sion block 182-1, bridge 182-2, and router 182-3. 

Also, in Fig. 5 each LAN is shown having one end 
station , for example, LAN 180 has end station A 1 80A, 

35 LAN 184 has end station B 184B, LAN 188 has end 
station C 188C, and LAN 192 has end station D 192D. 
Each LAN 180, 184, 188, 192 could support many 
other end stations. For example each LAN may sup- 
port several hundred end stations. 

40 Also, for example, each LAN as shown in Fig. 4 

and Fig. 5 could support different protocol types. For 
example, one of the LANs could support an IEEE 
802.5 token ring, while another LAN could support an 
Ethernet IEEE 802.3 protocol. As a still further exam- 

45 pie, another LAN could support an ANSI/IEEE fiber 
distributed data interface, FDDI, communications pro- 
tocol. For the purpose of the discussion concerning 
Fig. 4 and Fig. 5, any differences in protocol type will 
be ignored in order to focus on the present invention. 

50 However, the broxs will work in accordance with the 
present invention even though the different LANs sup- 
port different protocol types. •'■V:'S 

- Referring nowto Fig. 5, LAN 1 SO has: ehdjstation 
A 1 80A, and is connected by brox 182 to LAKl 1 84. 

55 Each brox appears on the LKn to which it is connect- 
ed as a station having a data link address. LAN 184 
is shown supporting end station B 1 84B, and LAN 184 
is connected by brox 186 to LAN 188. LAN 188 sup- 
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ports end station C 188C, and LAN 188 is connected 
by brox 190 to LAN 192. LAN 192 is shown supporting 
end station D 192D. Also, brox 194 is connected to 
LAN 192. Brox 194 may connect through ports, 195, 
1 96, 1 97 to other links to provide a wide area network. 

End station A 1 80A on LAN 1 80 transmits a data 
packet to end station D 192D on LAN 192. Operation 
of the various broxs 182, 186, 190. 194 will be dis- 
cussed in accordance with the invention. 

In this exemplary embodiment, each brox 182, 
1 86, 1 90, 194 functions according to the rules 1 , 2, 2a, 
and 3 set out hereinabove. 

Typical protocols utilized in computer communi- 
cation systems require that each end station periodi- 
cally transmit a "hello" message on that end station's 
LAN. Each brox works as a router for the "hello" mes- 
sages, and therefore does not transmit a "hello" mes- 
sage from a first LAN to a second LAN. 

Further, ordinary and typical protocols for opera- 
tion of computer communication systems require that 
each bridge or router transmit a "hello" message to all 
other bridges and routers In the system. The bridges 
and routers in the system then maintain a table of net- 
work layer addresses for each router or bridge. The 
router part and the bridge part of a brox each functions 
according the associated LAN protocols for a router or 
bridge, respectively. 

The events by which end station A 1 80A transmits 
a sequence of data packets to end station D 192D are 
set out in Figs. 6A ( 6B, 6C. 

In event # 1 200 end station A 180A on LAN 180 
transmits data packet 202-1 , where the fields of data 
packet 202-1 contain the following: Data Link Destin- 
ation Address field 126 contains b1 f the data link ad- 
dress of brox-1 182; Data Link Source Address field 
128 contains a, the data link address of end station A 
180 A; Network Layer Destination Address field 140 
contains D; and Network Layer Source Address field 
142 contains A Data field 146 of data packet 202-1 
contains datal, the data carried by data packet 202- 
1 . The other fields 1 30 in the data link header and the 
other fields 144 in the network layer header are not 
further discussed in reference to Fig. 6 because atten- 
tion is focused on the details of the present invention. 

End station A 180A places b1 in Data Link Des- 
tination Address field 126 through an internal data- 
base of end station A 1 BOA The internal database of 
end station A 180A correlates the network layer ad- 
dress D of end station D 192D with brox-1 182, and 
the data link address of brox-1 1 82 is b1 . 

Brox-1 1 82 receives data packet 202-1 because 
the data link-address t>1 of brox-1 182 is contained in 
^ ,:Data Unk iSistinatiori Address fieltH 26 as b1. 

AtevenV'^^CMbro^l 182-follows.Rule there- 
inaboverand b«lig»to as an ordinary router. Brox-1 - 
1 82 transmits data packet 202-2 to brox-2 1 86, where 
the fields of data packet 202-2 contain the following: 
9?? * w *^ata Link Destination Address field 126 contains b2, 



'"V? 



the data link address of brox-2 186; Data Link Source 
Address field 128 contains b1 ; Network Layer Destin- 
ation Address field 140 contains D; and Network Lay- 
er Source Address field 142 contains A. Also, data 

5 field 146 of data packet 202-2 contains datal, and 
datal was copied from data packet 202-1. 

Brox-1 182 parses the Network Layer Header 124 
and recovers from the Network Layer Destination Lay- 
er Address field 1 40 the network layer destination ad- 

10 dress D of end station D 192D. Brox-1 182 sends the 
data packet to brox-2 1 86 because a routing database 
internal to brox-1 1 82 correlates the network layer ad- 
dress D of end station D 192D with brox-2 186. 
Brox-2 186 receives data packet 202-2 because 

15 the Data Link Destination Address field 126 of data 
packet 202-Z contains b2, the data link address of 
brox 186. 

At event # 3 206 brox-1 182 transmits a redirect 
message packet 207 to end station A 180 A Redirect 
20 message packet 207 fields contain the following: Data 
Link Destination Address field 126 contains a, the 
data link address of end station A 180 A; and, Data 
Link Source Address field 128 contains b1, the data 
link address of brox-1 182. The layout of the fields 

25 containing the redirect message depend upon the 
standard to which LAN 180 is designed. A redirect 
message, in accordance with some standard designs, 
may not have a network layer header, and so no net- 
work layer header fields are shown in redirect mes- 

30 sage packet 207. Alternatively, the redirect message 
packet 207 may, for example, have the standard form 
of an OSI standard 9542 redirect message, as dis- 
cussed hereinabove in the section on routers. 

End station A 180A receives the redirect mes- 

35 sage packet 207 because the Data Link Destination 
Address field 126 contains "a", the data link address 
of end station A 180A. The redirect message 207 is 
interpreted by end station A so that end station A 
stores, in an internal database, a correlation between 

40 the network layer address "D" of end station D 192D, 
and the data link address "b2" of brox 2 186. 

The correlation between the data link address b2 
of brox-2 186 and the network layer address for end 
station D 192D. as stored in end station A 180A, is 

45 then used by end station A 1 80A for the next packet 
that end station A 180A transmits to end station D 
192D. 

When data packet 202-2 is received by brox-2 
1 86, brox-2 1 86 then notes that the Data Unk Source 
so Address field contains b1, a data link address of a 
brox, and Rule 2a takes effect In accordance with 
Rule 2a, no redirect message is sent by brox-2 186. 
; : ; Data packet 202-2 will continue to be forwarded by 
- the broxs 1 ^ functioning a?^|*fi^^ routere ' and the 
& broxs will not send an>H^^S^aflteia^ res P on - 
"dence with Rule 2a, hereinabove 

At event # 4 end station A sends a second data 
packet 21 1-1 to the network layer address of end sta- 

10 
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tionD192D. 

The fields of data packet 211-1 contain the follow- 
ing: Data Link Destination Address field 126 contains 
b2 ( the data link address of brox-2 186, where the cor- 
relation between end station D 192 D and brox-2 186 
was learned by end station A 180A from the redirect 
message 207; Data Link Source Address field 128 
contains a, the data link address of end station A 
180A; Network Layer Destination Address field 140 
contains D; and Network Layer Source Address field 
142 contains A. Data field 146 of data packet 211-1 
contains data2, the data carried by data packet 211- 
1. 

End station A 180A places b2 in Data Link Des- 
tination Address field 126 as a result of redirect mes- 
sage 207. 

Brox-1 182 detects data packet 211-1, Rule 3 
hereinabove takes effect, and brox-1 182 forwards 
data packet 211-1 by forwarding as a bridge. That is, 
brox-1 182 parses the Data Link Header 122, and be- 
cause data packet 211-1 is not addressed to brox-1 
182, brox-1 182 operates as a bridge to forward data 
packet 211-1 to LAN 184. Brox-1 does not parse the 
Network Layer Header 124 of data packet 211-1, in 
accordance with Rule 3 hereinabove. 

At event # 5 21 2 brox-1 1 82 forwards, as a bridge, 
data packet 21 1-2 onto LAN 184 by placing: b2 in the 
Data Link Destination Address field 126; and a in the 
Data Link Source Address field 128. Data field 146 of 
data packet 211-2 contains data2, which was copied - 
from data packet 21 1-1. 

At event* 6 214 brox-2 186 receives data packet 
211-2, Rule 1 hereinabove applies because the Data 
Link Destination Address field 126 contains b2, and 
so brox-2 1 86 forwards data packet 21 1 -2 as a router. 
Accordingly, data packet 21 1-2 is forwarded onto LAN 
188 as data packet 21 1-2 with the fields containing: 
Data Link Destination Address field contains b3; and, 
Data link Source Address field contains b2. Data field 
146 of data packet 21 1-3 contains data2, which was 
copied from data packet 21 1-2. 

Data packet 211-3 will be forwarded by brox-3 
190 and brox-4 194 both operating as routers, until 
data packet 211-3 reaches its final destination, end 
station D 192D. 

At event # 7 21 6 brox-2 sends a redirect message 
to end station A 180A, where the redirect message 
tells end station A to send data packets addressed to 
end station D 192D to the data link address b3. 

At event # 8 220 end station A 1 80A sends a third 
data packet 221-1 to end station D, by placing.in the 
fields of data packet 221-1 the following: Data Link 
Destination Address field b3; and, in the Data Link 
Source Address field a. Data field 146 of daft^oj^^ . 
221-1 contains data3, the data carried by da^Pb^t ' 
221-1. " . 

At event # 9 224 brox-3 190 forwards data packet , 
221-1, ;as data.packet 221-2, onto LAN 192. Fields of 
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data packet 221-2 contain the following: Data Link 
Destination Address field 126 contains b4; and, Data 
Link Source Address field 128 contains b3. Data field 
146 of data packet 221-2 contains data3, which was 
copied from data packet 221-1. 

Brox-4 194 then forwards data packet 221-2 as a 
router, to end station D 192D. Also, rule 2a operates 
to prevent brox-4 194 from sending a redirect mes- 
sage because Data Link Source Address field 128 of 
data packet 221 -2 contains b3, the address of brox-3 
190. 

At event # 10 226 brox-3 190 sends a redirect 
message 227 to end station A 180A. Redirect mes- 
sage 227 tells end station A 180A to send the next 
data packet directed to end station D 192D, that has 
the Network Layer Destination Address field contain 
D, to brox-4 194. 

At event # 1 1 230 end station A 180A sends data 
packet 232-1 to brox-4 194. Field 146 of data packet 
232-1 contains data4, data message 4. The fields of 
data packet 232-1 contain the following: Data Link 
Destination Address field 126 contains b4; Data Link 
Source Address field 128 contains a; Network Layer 
Destination Address field 140 contains D; and, Net- 
work Source Address field 142 contains A 

Data packet 232-1 is forwarded by brox-1 182, 
brox-2 186, and brox-3 190 all behaving as bridges, 
in response both to Rule 3 hereinabove and the Data 
Link Destination Address field 126 of data packet 232 
containing b4. 

At event # 12 234 brox-4 194 then forwards data 
packet 232-1 as a router, and the data packet be- 
comes data packet 232-2. The Data Link Destination 
field 126 of data packet 232-2 contains d. Data field 
1 46 of data packet 232-2 contains data4, copied from 
data packet 232-1 , as forwarded. 

At event # 13 236 brox-4 194 sends a redirect 
message 237 to end station A 1 80A, where the redir- 
ect message tells end station A 180A to send the next 
data packet for end station D 192D with a Data Link 
Destination Address field containing d, the data link 
address of end station D 192D. 

At event # 14 240 end station D 180A sends a fifth 
data packet 242 to end station D 192D. The fields of 
data packet 242 contain the following: Data Link Des- 
tination Address field 126 contains d; Data Link 
Source Address field 128 contains a; Network Layer 
Destination Address field 140 contains D; Network 
Source Layer field 142 contains A; and, data field 146 
contains dataS, the fifth set of data. 

Data packet 242 is forwarded by the broxs func- 
tioning as bridgesjn response to Rule 3 hereinabove 
and the presenc&pfd irrthfc Data Link Destination Ad- 
drej^fieltf is,*brox-1 182, 

- brox^i86, Vrox-3 190?ahd brox-4 194 each forward 
data packet 242 by each brox functioning as a bridge. 

- Successivetiata packets are transmitted from 
end station A 1 80A to end station D 1 92D with the data 
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link address d of end station D 192D in the Data Link 
Destination Address field of the packet Event # 15 
246, event # 16 248, event # 17 249, and event # 18 
250 all represent data packets sent by end station A 
180A to end station D 192D. And data packets of 
event 15, 16, 17, and 18 are all forwarded by brox-1 
182, brox-2 186, brox-3 190, and brox-4 194 function- 
ing as bridges. 

THIRD EXEMPLARY EMBODIMENT 

The rules used hereinabove for forwarding a 
packet are the rules that apply to traditional bridges 
and routers. The traditional rules for a router include 
the following rule: The Data Link Source Address 
field of a forwarded packet always contains the data 
link address of the forwarding device". This rule was 
used hereinabove, for example in Fig. 6A at step 2 
204, where Data Link Source Address field 128 con- 
tains b1 , the data link address of the forwarding brox 
where the brox functioned as a router. Also, at step 5 
212 the Data Link Source Address field 128 contains 
b1, where the packet 21 1-2 was forwarded by brox-1 
functioning as a bridge. 

In this third exemplary embodiment the brox will 
not obey the above rule, but wilt place the data link ad- 
dress of the originating end station in the Data Link 
Source Address field of each data packet that the brox 
forwards as a router. Forwarding by the brox as a 
bridge retains the traditional bridge forwarding proto- 
col. By always placing the data link address of the 
originating end station, for example, end station A 
1 80A in Fig. 6A, in the Data Link Source Address field 
of the forwarded packet, one data packet sent by the 
originating end station A 180A to a receiving end sta- 
tion D 192D will generate a redirect message from 
each intermediate brox. Consequently, after one data 
packet traverses all of the hops to the receiving end 
station, the redirect messages will have informed the 
sending end station of the data link address of the re- 
ceiving end station. The next data packet transmitted 
by the sending end station will then contain the data 
link address of the receiving end station in the Data 
Link Source Address field of the data packet The sec- 
ond data packet wilt then be forwarded by all inter- 
mediate broxs functioning as bridges. 

This Third Exemplary Embodiment is a compro- 
mise between traditional bridge and traditional router 
protocols. Traditionally, a bridge always forwards 
packets without changing either the data link source 
address or the data link destination address of the 
packet Traditionally, a router always changes both 
data link destination and source addresses. The rout- 
er places its pwn data link address in the packet Data 
Link Source Address field, and the router places the 
destination address of the next hop in the packet Data 
ink Destination Address field. A brox using this third 
exemplary embodiment takes the intermediate 



course of changing the packet Data Link Destination 
Address field, but in not changing the packet Data 
Link Source Address field. 

The invention, in all embodiments, has the bene- 
5 ficiai effect that it speeds forwarding of data packets 
and so avoids congestion in the data communications 
system, 

A further benefit of the invention is that, in the 
event that an intermediate forwarding station is an old 

10 style router that does not change into a bridge in ac- 
cordance with the Rules of the invention hereinabove, 
the invention will work perfectly well with all of the in- 
termediate broxs functioning in accordance with the 
invention. Any intermediate "old style" routers already 

15 installed in an old system will not interfere with the im- 
provements gained from new broxs added to the sys- 
tem. 

A still further benefit of the invention is that imple- 
mentation of the invention requires no change in end 

20 stations. The invention makes use of old functionality 
of end stations in a new and novel way, and so may 
beneficially be installed in an existing system without 
requiring any change to existing end stations. 

Accordingly, the invention greatly improves the 

25 speed at which a message is forwarded over multiple 
links of a complex communications system. 

It is to be understood that the above described 
embodiments are simply illustrative of the principles 
of the invention. Various other modifications and 

30 changes may be made by those skilled in the art which 
embody the principles of the invention and fall within 
the spirit and scope thereof. 

35 Claims 

1. In a communications system having interconnect- 
ed computers and using a plurality of links, an ap- 
paratus for forwarding a data packet from a first 

40 link to a second link, comprising: 

means for receiving a packet; 
means for forwarding said packet as a 
bridge; 

means for forwarding said packet as a 

45 router 

forwarding means, responsive to a con- 
tents of said packet determined upon receiving 
said packet for forwarding said packet as a 
bridge, or for forwarding said packet as a router. 

50 

2. The apparatus as in claim 1 wherein said packet 
further comprises: 

a data link header and a network layer 
header. . f . m 

55 . _ 

3. The apparatus as in claim 2 wherein said forward- 
's*- ing^iHrSidge is in response to a content of said 

data link header. 
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The apparatus as in claim 2 wherein said forward- 
ing as a router is in response to a content of both 
said data link header and said network layer 
header. 

The apparatus as in claim 2 wherein said forward- 
ing as a router is in response to a data link des- 
tination address field in said data link header be- 
ing a data link address of said apparatus. 

The apparatus as in claim 2 wherein said forward- 
ing as a bridge is in response to a data link des- 
tination address field in said data link header not 
being a data link address of said apparatus. 

The apparatus as in claim 1 further comprising: 

means, in response to forwarding a packet 
as a router to a receiving station, for sending a re- 
direct message to a station identified in a data link 
header of said packet as a source station, said re- 
direct message capable of informing said source 
station of a data I ink address of said receiving sta- 
tion. 

The apparatus as in claim 1 further comprising: 

said packet is compatible with Internation- 
al Standards Organization (ISO) standards for 
computer communications systems. 

In a communications system having transmitting 
and receiving stations, local area networks and 
links, an apparatus for forwarding a packet from 
a first link to a second link, the apparatus being 
of the type capable of receiving a packet transmit- 
ted by a transmitting end station where the packet 
is sent to a receiving end station and the packet 
contains a data link address of the apparatus, the 
apparatus being capable of writing a second data 
link address into the packet and forwarding the 
packet to a second local area network (LAN), said 
apparatus comprising: 

means for said apparatus to notify said 
transmitting end station of said second data link 
address; 

means, responsive to said notification, for 
said transmitting end station to transmit a subse- 
quent packet having said second data link ad- 
dress in said subsequent packet; 

means, responsive to said second data 
link address being included in said subsequent 
packet, for said apparatus to forward said subse- 
quent packet to a station having said second data 
link address, where said forwarding of said sub- 
^quentpa^^js-bridgej 



10. The apparatus as in claim s further comprising: 
said second data link address is a data link 
address of said receiving end station. 
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11. The apparatus as in claim 9 further comprising: 

said second data link address is a data link 
address of a second forwarding apparatus capa- 
ble of forwarding said packet to a third intermedi- 
ate LAN, and means for said second forwarding 
apparatus to notify said transmitting end station of 
a third data link address of a third forwarding ap- 
paratus, to which said second forwarding appara- 
tus forwarded said packet 

12. The apparatus as in claim 11 further comprising: 

means for a further forwarding apparatus 
to continue forwarding said packet to further inter- 
mediate LANs until a final forwarding apparatus 
detects that said receiving end station is attached 
to a final LAN to which said final forwarding appa- 
ratus forwards packets, and for said final forward- 
ing apparatus to write a data fink address of said 
receiving end station into said packet before 
transmitting said packet onto said final LAN, and 
for said final forwarding apparatus to notify said 
transmitting end station of said data link address 
of said receiving end station. 

13. The apparatus as in claim 12 further comprising; 

means for said transmitting end station to 
write said data link address of said receiving end 
station into subsequent packets transmitted to 
said receiving station and means, responsive to 
said data link address of said receiving station be- 
ing written into said subsequent packets, for all of 
said forwarding apparatus to forward said subse- 
quent packets to intermediate LANs by said for- 
warding apparatus acting as a bridge. 

14. In a communications system having local area 
networks (LANs), transmitting and receiving end 
stations, an apparatus for forwarding a packet 
from a first LAN to a second LAN, the apparatus 
being the the capable of receiving a packet trans- 
mitted by a transmitting end station where the 
packet is sent to a receiving end station and the 
packet contains a data link address of the appa- 
ratus, the apparatus capable of writing a data link 
address of the receiving end station into the pack- 
et and forwarding the packet to the receiving end 
station, comprising: 

means for said apparatus to notify said 
transmitting end station of said data link address 
of said receiving end station; 

means, responsive to said notification, for 
said transmitting end station to transmit a subse- 
quent packet having said data link address of said 
~„ recerving~ : efj^station in said subsequent packet; 
. means, nsponSrve to said data link ad- 

dress of said receiving end station being included 
in said subsequent packet, for said apparatus to 
forward said subsequent packet to a second link, 
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said said second link having said receiving end 
station attached thereto. 

15. In a communications system having links and 
transmitting and receiving end stations, an appa- s 
ratus for forwarding a packet from a first link to a 
second link, comprising: 

means for forwarding a packet from a 
transmitting end station connected to a first link to 
a receiving end station connected to a second w~ 
link, the apparatus of the type capable of receiv- 
ing a packet transmitted by a transmitting end sta- 
tion where the packet is sent to a receiving end 
station and the packet contains a data link ad- 
dress of the apparatus, the apparatus capable of 15 
writing a second data link address into the packet 
in response to a network layer destination ad- 
dress contained within the packet and forwarding 
the packet to a second LAN, the apparatus capa- 
ble of issuing a redirect packet to the transmitting 20 
end station, and the transmitting end station ca- 
pable of responding to the redirect packet by writ- 
ing a correlation between a data link destination 
address contained within the redirect packet with 
the network layer destination address; 25 

means for said apparatus to notify said 
transmitting end station of said second data link 
address located on said second link, said trans- 
mitting end station capable of writing a correlation 
between said second data link address and said 30 
network layer destination address; 

means, responsive to said second data 
link address being included in said subsequent 
packet, for said apparatus to forward said subse- 
quent packet to a third station on said second link, 35 
said third station having having said second data 
link address. 



means for sending a redirect message to 
update a data link layer destination address used 
by an originating station to contain a data link lay- 
er address of a destination station where said 
destination station is on a destination link remote 
from an originating link of said originating station. 



16. The apparatus as in claim 15 wherein said first 

link and said second link are both local area net- 40 
works. 

17. The apparatus as in claim 1, or claim 9, or claim 
13 wherein said forwarding as a bridge is forward- 
ing in response to parsing a data link header of a 45 
data packet 

1 8. An apparatus for forwarding a data packet from a 
first link to a second link, comprising: 

means for parsing a data link destination so 
address field of a packet to be forwarded; 

means, responsive to a content of said 
data link destination address field as determined ' 
by said pars|^^deciding whether to forward 

as a router. 

19. The apparatus as in claim 18 further comprising: 
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